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ATTESTATION OF SCAN COMPLIANCE

Scan Customer Information

N
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Company: INCERT eTourismus GmbH & Co KG

Contact Name: Philipp Allerstorfer

Job Title: C00

Telephone: +4373289001822 E-mail: office@incert.at
Business Address: Leonfeldnerstrafie 328

ZIP: 4040 City: Linz
State/Province: Country: Austria
Website/URL:

Approved Scanning Vendor Information

Company: usd AG

Contact Name: PCI Competence Center

Job Title:

Telephone: +49 6102 8631-90 E-mail: pci@usd.de
Business Address: Frankfurter Str. 233, Haus C1

ZIP: 63263 City: Neu-Isenburg
State/Province: Country: Germany
Website/URL: pci.usd.de

Scan Status

Date scan completed: 20 March, 2025
Compliance status:

Number of unique in-scope components scanned:
Number of identified failing vulnerabilities:

Scan expiration date (90
days from date scan
completed):

Scan report type:

Number of components found by ASV but not scanned because scan customer confirmed they were

out of scope:

18 June, 2025

Full scan
3
0
0
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Scan Customer Attestation

INCERT eTourismus GmbH & Co KG attests on 20 March, 2025 that this scan (either by itself or combined with multiple, partial, or failed scans/rescans,
as indicated in the above Section A.3, "Scan Status") includes all components which should be in scope for PCI DSS, any component considered out of
scope for this scan is properly segmented from my cardholder data environment, and any evidence submitted to the ASV to resolve scan exceptions -
including compensating controls if applicable - is accurate and complete.

INCERT eTourismus GmbH & Co KG also acknowledges

1) accurate and complete scoping of this external scan is my responsibility, and

2) this scan result only indicates whether or not my scanned systems are compliant with the external vulnerability scan requirement of PCI DSS;

this scan result does not represent my overall compliance status with PCI DSS or provide any indication of compliance with other PCI DSS
requirements.

ASV Attestation

This scan and report was prepared and conducted by usd AG under certificate number 3999-01-19, according to internal processes that meet PCI DSS
Requirement 11.3.2 and the ASV Program Guide.

usd AG attests that the PCI DSS scan process was followed, including a manual or automated Quality Assurance process with customer boarding and
scoping practices, review of results for anomalies, and review and correction of

1) disputed or incomplete results,

2) false positives,

3) compensating controls (if applicable), and

4) active scan interference.

This report and any exceptions were reviewed by Roman Fojtik.
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ASV SCAN REPORT SUMMARY

Part 1. Scan Information
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Scan customer company:
Date scan was completed:

INCERT eTourismus GmbH & Co KG
20 March, 2025

ASV Company:
Scan expiration date:

usd AG
18 June, 2025

Part 2. Component Compliance Summary

Component (IP Address, domain, etc.):
Component (IP Address, domain, etc.):
Component (IP Address, domain, etc.):

212.83.35.158/asvscan.myincert.com

185.117.251.224/professional.incertapi.com
212.83.34.225/professional.myincert.com

Part 3a. Vulnerabilities Noted for each Component

Component

Severity
Vulnerabilities Noted per Component  Level

CVSS Compliance
Score Status

Exceptions, False Positives, or Compensating

Controls
(Noted by ASV for this Vulnerability)

185.117.251.224

professional.incertapi.com

185.117.251.224

professional.incertapi.com

185.117.251.224

professional.incertapi.com

212.83.34.225

professional.myincert.com

212.83.35.158

asvscan.myincert.com

34020 - UDP Source Port Pass [ ]
Firewall

42432 - Possible Scan Interference

82003 - ICMP Timestamp Request H Low
CVE-1999-0524

82003 - ICMP Timestamp Request W Low
CVE-1999-0524

82003 - ICMP Timestamp Request W Low
CVE-1999-0524

5

2.1

2.1

2.1

Feedback from our hosting provider indicates that
this is a false positive and not an exploitable
vulnerability: Because you typically cannot expect
a response with UDP, the external proof of a
service's existence is only possible if a response is
actually received. This is no longer the case in the
systems where the vulnerability was
demonstrated. When you scan an IP address
(assuming nmap is used), nmap cannot determine
the status of the UDP connection as long as no
response is received. In the end, nmap will always
assume that a UDP port is open. If data is returned
for the sent packet, the service is considered
reachable and the status is shown as OPEN. If no
service responds, the cause is not clear: The
service exists but does not respond The service
does not exist As a result, nmap will always report
the port as “filtered.”

The web server of these components is accessible
on port 443 (confirmed by the USD support team
and their log analysis, meaning it is not being
blocked by the firewall). The application running on
this component is identical to the one on the other
two components, so there can be no hidden
vulnerabilities behind it, as the other two
components were scanned without identifying any
critical vulnerabilities.
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Part 3b. Special Notes to Scan Customer by Component

Per section 7.2 of the ASV Program Guide, scan customer's
description of action taken and declaration that software is
either needed for business and implemented securely or

Component Special Note to Scan Customer  Item Noted removed
- Load Balancer load balancer ja
- Payment page scripts detected Payment page scripts Payment page scripts have been implemented securely.
Wird so von den PSP gefordert
212.83.34.225 Embedded links detected External Links Discovered We confirm that this code is obtained from a trusted source, that
professional.myincert.com the embedded links redirect to a trusted source, and that the
150010 - External Links Discovered (Web codeis implemented securely.

Application) :port 80/tcp

Number of links: 47
https://www.privacyshield.gov/EU-US-
Framework
https://www.google.com/policies/privacy/
https://apis.google.com/js/client js?onload=ha
ndleClientLoad
https://code.etracker.com/code/e js
https://www.etracker.com/
https://www.etracker.com/datenschutz/
https://www.etracker.com/en/data-privacy/
https://www.etracker.com/en/home-en/
https://www.incert.at/
https://www.incert.at/beratungsgespraech/
https://www.incert.at/demo-professional/?sub
_shop_id=218&amp;gotocat=13
https://www.incert.at/en/
https://www.incert.at/en/consultation/
https://www.incert.at/en/gaestebindungssyste
m/

https://www.incert.at/en/gutscheinsystem
https://www.incert.at/en/kampagnensystem/
https://www.incert.at/en/products/gift-card-
system/
https://www.incert.at/en/products/product-
shop/
https://www.incert.at/en/products/ticketing-
system/
https://www.incert.at/en/products/voucher-
management-system/
https://www.incert.at/en/schnittstellen-
partner/
https://www.incert.at/gaestebindungssystem/
https://www.incert.at/geschenkkartensystem/
https://www.incert.at/gutscheinsystem
https://www.incert.at/gutscheinsystem/
https://www.incert.at/hotellerie/
https://www.incert.at/kampagnensystem/
https://www.incert.at/leadgenerierung
https://www.incert.at/online-shopsystem/
https://www.incert.at/schnittstellen-partner/
https://www.incert.at/ticketsystem/
https://incert-resources.com/professional/217
33fa8-6552-4cba-81b4-1d8cbd21a345.jpg
https://incert-resources.com/professional/27f
49527-e3bc-429e-a952-f45547a9%a2¢h.jpg
https://incert-resources.com/professional/5ff0
bale-174e-4a88-a3c7-b6abbc879e28.jpg
https:%5C/%5C/professional.myincert.com%5
C/en%5C/value-check
https:%5C/%5C/professional.myincert.com%5
C/wert-abfragen
https://www.eprivacy.eu/en/customers/award
ed-seals/company/etracker-gmbh/
https://www.eprivacy.eu/kunden/vergebene-
siegel/firma/etracker-gmbh/
http://www.google.com/intl/de/+/policy/+1but
ton.html

http://www.incert.at/
http://de-de.facebook.com/policy.php
http://ec.europa.eu/consumers/odr
http://bit.ly/r3Qmer
http://twitter.com/account/settings
http://twitter.com/privacy
http://developers.facebook.com/docs/plugins/
tel:+43732890018

212.83.34.225 Embedded links detected External Links Discovered We confirm that this code is obtained from a trusted source, that
professional myincert.com the embedded links redirect to a trusted source, and that the
150010 - External Links Discovered (Web codeis implemented securely.

Application) :port 443/tcp

Number of links: 47
https://www.privacyshield.gov/EU-US-
Framework
https://www.google.com/policies/privacy/
https://apis.google.com/js/client js?onload=ha
ndleClientLoad
https://code.etracker.com/code/e js
https://www.etracker.com/
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https://www.etracker.com/datenschutz/
https://www.etracker.com/en/data-privacy/
https://www.etracker.com/en/home-en/
https://www.incert.at/
https://www.incert.at/beratungsgespraech/
https://www.incert.at/demo-professional/?sub
_shop_id=218&amp;gotocat=13
https://www.incert.at/en/
https://www.incert.at/en/consultation/
https://www.incert.at/en/gaestebindungssyste
m/

https://www.incert.at/en/gutscheinsystem
https://www.incert.at/en/kampagnensystem/
https://www.incert.at/en/products/gift-card-
system/
https://www.incert.at/en/products/product-
shop/
https://www.incert.at/en/products/ticketing-
system/
https://www.incert.at/en/products/voucher-
management-system/
https://www.incert.at/en/schnittstellen-
partner/
https://www.incert.at/gaestebindungssystem/
https://www.incert.at/geschenkkartensystem/
https://www.incert.at/gutscheinsystem
https://www.incert.at/gutscheinsystem/
https://www.incert.at/hotellerie/
https://www.incert.at/kampagnensystem/
https://www.incert.at/leadgenerierung
https://www.incert.at/online-shopsystem/
https://www.incert.at/schnittstellen-partner/
https://www.incert.at/ticketsystem/
https://incert-resources.com/professional/217
33fa8-6552-4cba-81b4-1d8cbd21a345.jpg
https://incert-resources.com/professional/27f
49527-e3bc-429e-a952-f45547a9%a2¢h.jpg
https://incert-resources.com/professional/5ff0
bale-174e-4a88-a3c7-b6abbc879e28.jpg
https:%5C/%5C/professional.myincert.com%5
C/en%5C/value-check
https:%5C/%5C/professional.myincert.com%5
C/wert-abfragen
https://www.eprivacy.eu/en/customers/award
ed-seals/company/etracker-gmbh/
https://www.eprivacy.eu/kunden/vergebene-
siegel/firma/etracker-gmbh/
http://www.google.com/intl/de/+/policy/+1but
ton.html

http://www.incert.at/
http://de-de.facebook.com/policy.php
http://ec.europa.eu/consumers/odr
http://bit.ly/r3Qmer
http://twitter.com/account/settings
http://twitter.com/privacy
http://developers.facebook.com/docs/plugins/
tel:+43732890018

212.83.35.158 Embedded links detected External Links Discovered We confirm that this code is obtained from a trusted source, that
asvscan.myincert.com the embedded links redirect to a trusted source, and that the
150010 - External Links Discovered (Web codeis implemented securely.

Application) :port 80/tcp

Number of links: 136
https://www.paypal.com/sdk/js?client-id=AXs
bRHD7ypMPTrIGAORRVTCGLieFMRGPRiuoyn
6uHRtYuUba4elH4E9OHXP8-UCHIG-gm0OQOK
HI6-Cs&amp;commit=false&amp;disable-fundi
ng=card&amp;currency=CHF&amp;intent=auth
orize

https://www.privacyshield.gov/EU-US-
Framework
https://www.google.com/policies/privacy/
https://apis.google.com/js/client js?onload=ha
ndleClientLoad
https://code.etracker.com/code/e js
https://www.etracker.com/
https://www.etracker.com/datenschutz/
https://www.etracker.com/en/data-privacy/
https://www.etracker.com/en/home-en/
https://www.incert.at/
https://www.incert.at/blog/kuverts-zum-
selberdrucken/
https://www.incert.at/fileadmin/user_upload/B
ilder/Blog-
Bilder/Kuverts_zum_Selberbasteln_Valentin.pn

9
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/blog/beitrag-
mit-video
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/blog/tipps-
fuer-valentinstag
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/en/blog/kop
ie-2-kopie-7-
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/en/blog/kop
ie-7-
https://www.facebook.com/sharer/sharer.php
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?u=https://asvscan.myincert.com/en/merchan
dise/incert-functional-shirt
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/en/merchan
dise/kopie-1-kopie-7-
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/en/value-
card/gift-card
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/en/value-
card/kopie-1-gift-card
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/besonder
e-anlaesse/weihnachtspackage
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/geschenk
karte/geschenkkarte-black
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/geschenk
karte/geschenkkarte-green
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/incert-
funktionsshirt
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/kopie-rest
aurant-incert/kopie-1-fruehstuecksgutschein-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/kopie-
restaurant-incert/kopie-1-grill-chill
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/kopie-
restaurant-incert/kopie-1-kopie-1-grill-chill
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/produkte/
kochbuch-vitaler-wellness-genuss
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/produkte/
kopie-1-spagyrik-engelwurz-30ml
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/restauran
t-incert/fondue-abend-1
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/restauran
t-incert/grill-chill-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/spa-
wellness/day-spa-ein-tag-nur-fuer-uns-zwei-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/spa-
wellness/spa-a-la-carte-1
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/spa-
wellness/spa-luxus-pur
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/spagyrik-
engelwurz-30ml-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/spagyrik-
loewenzahn-30ml
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/the-
cuious-bartender-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/fr/uebernac
htungen/erholung-garantiert
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/fr/uebernac
htungen/romantisches-wochenende-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/geschenkka
rte/geschenkkarte-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/geschenkka
rte/geschenkkarte-black
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/gutscheine-
fuer-besondere-anlaesse/weihnachtspackage
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/kulinarikgut
scheine/kopie-1-berg-talfahrt
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/kulinarikgut
scheine/kopie-1-fruehstuecksgutschein
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/kulinarikgut
scheine/kopie-1-grill-chill-1
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/lebensgesu
ndmittel/bundle-fruchtaufstriche
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/lebensgesu
ndmittel/spagyrik-engelwurz-30ml
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/lebensgesu
ndmittel/spagyrik-loewenzahn-30ml
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/lebensgesu
ndmittel/the-cuious-bartender
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/merchandis
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e-1/incert-t-shirt-damen
https://www.facebook.com/sharer/sharer.php
2u=https://asvscan.myincert.com/merchandis
e-1/produkte-werbung
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/produkte/br
asil-arabica-kraeftig-100-arabica-
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/produkte/ko
chbuch-vitaler-wellness-genuss
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/restaurantg
utscheine/fondue-abend
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/restaurantg
utscheine/grill-and-chill
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/spa-
gutscheine/day-spa-ein-tag-nur-fuer-uns-zwei
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/spa-
gutscheine/spa-a-la-carte
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/spa-
gutscheine/spa-luxus-pur
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/uebernacht
ungen/erholung-garantiert
https://www.facebook.com/sharer/sharer.php
?u=https://asvscan.myincert.com/uebernacht
ungen/romantisches-wochenende
https://support.incert.at/hc/de/articles/11500
4570968-Rabattaktionen-Couponmodul-
https://support.incert.at/hc/de/articles/11501
0171348-Neue-Gutscheinvorlagen-hochladen
https://support.incert.at/hc/de/articles/21625
3848-Werbemittel-Valentinstag
https://support.incert.at/hc/de/articles/36000
0421908-Direkt-auf-Produkte-Kategorien-
verlinken-Deeplinks-
https://support.incert.at/hc/de/articles/36000
8957133-Neue-Gutscheine-anlegen
https://support.incert.at/hc/de/articles/36002
4938773-Neue-Kategorie-anlegen
https://www.googletagmanager.com/gtag/js?i
d=AW-11223209810
https://www.googletagmanager.com/ns.html?i
d=GTM-56ZQM5R9
https://www.googletagmanager.com/ns.html?i
d=GTM-N4PCLZS7
https://incert-resources.com/testpro/61013e8
5-5b8b-42bd-ab6b-ca2e072e56aa.jpg
https://incert-resources.com/testpro/67d9555
8-f380-4cfe-8360-015d21536304.jpg
https://incert-resources.com/testpro/ab402b7
e-e6ff-450b-a4db-e411aabfafb2.jpg
https://www.youtube.com/embed/CItQIB6oy6
Q

https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/blog/beitrag-mit-video
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/blog/tipps-fuer-valentinstag
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/en/blog/kopie-2-kopie-7-
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/en/blog/kopie-7-
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/en/merchandise/incert-functional-shirt
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/en/merchandise/kopie-1-kopie-7-
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/en/value-card/gift-card
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/en/value-card/kopie-1-gift-card
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/besondere-
anlaesse/weihnachtspackage
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/geschenkkarte/geschenkkarte-black
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/geschenkkarte/geschenkkarte-green
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/incert-funktionsshirt
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/kopie-restaurant-
incert/kopie-1-fruehstuecksgutschein-1
https://api.whatsapp.com/send?text=Demo%2
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OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/kopie-restaurant-incert/kopie-1-grill-
chill
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/kopie-restaurant-
incert/kopie-1-kopie-1-grill-chill
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/fr/produkte/kochbuch-vitaler-wellness-
genuss
https://api.whatsapp.com/send?text=Demo%2
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card/gift-card
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rt.com/restaurantgutscheine/fondue-abend
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/restaurantgutscheine/grill-and-chill
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/spa-gutscheine/day-spa-ein-tag-nur-
fuer-uns-zwei
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/spa-gutscheine/spa-a-la-carte
https://api.whatsapp.com/send?text=Demo%2
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OProfessional%20-%0Ahttps://asvscan.myince
rt.com/spa-gutscheine/spa-luxus-pur
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/uebernachtungen/erholung-garantiert
https://api.whatsapp.com/send?text=Demo%2
OProfessional%20-%0Ahttps://asvscan.myince
rt.com/uebernachtungen/romantisches-
wochenende
https://www.eprivacy.eu/en/customers/award
ed-seals/company/etracker-gmbh/
https://www.eprivacy.eu/kunden/vergebene-
siegel/firma/etracker-gmbh/
http://www.google.com/intl/de/+/policy/+1but
ton.html
http://inc-old.w4.at/blog/news/valentins-
gutscheine-bewerben/

http://www.incert.at/
http://crenshawcomm.com/wp-
content/uploads/2014/08/PRpeople.blog_jpg
http://de-de.facebook.com/policy.php
http://www.visa.com/
http://ec.europa.eu/consumers/odr
http://bit.ly/r3Qmer
http://twitter.com/account/settings
http://twitter.com/privacy
http://developers.facebook.com/docs/plugins/
http://developers.facebook.com/docs/plugins/
%20

tel:+43732890018

Part 3c. Special Notes - Full Text

Note

Load Balancer
Scan Customer validates that the configuration of the environment behind the used load balancers is synchronized. It is the scan customer's
responsibility to ensure that the environment is scanned as part of the internal vulnerability scans required by the PCI DSS.

Payment page scripts detected

Special Note to Scan Customer: Due to increased risk to the cardholder data environment when payment page scripts are present, 1) justify the
business need for the script(s) to the ASV and confirm it is implemented securely, or 2) confirm it is disabled/removed. Consult your ASV if you have
questions about this Special Note.

Embedded links detected

Special Note to Scan Customer: Due to increased risk to the cardholder data environment when embedded links redirect traffic to domains outside the
merchant's CDE scope, 1) confirm that this code is obtained from a trusted source, that the embedded links redirect to a trusted source, and that the
code is implemented securely, or 2) confirm that the code has been removed. Consult your ASV if you have questions about this Special Note.

Part 4a. Scan Scope Submitted by Scan Customer for Discovery

IP Addresses/ranges/subnets, domains, URLs, etc

185.117.251.224 / professional.incertapi.com
212.83.34.225 / professional.myincert.com
212.83.35.158 / asvscan.myincert.com

INCERT eTourismus GmbH & Co KG - 19 March, 2025 Page 14 of 19
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Part 4b. Scan Customer Designated "In-Scope" Components (Scanned)

IP Addresses/ranges/subnets, domains, URLs, etc.

185.117.251.224 / professional.incertapi.com
212.83.34.225 / professional.myincert.com
212.83.35.158 / asvscan.myincert.com

Part 4c. Scan Customer Designated "Out-of-Scope" Components (Not Scanned)

Requires description for each IP Address/range/subnet, domain, URL

Please provide feedback on our services to the PCI Security Standards Council.
Download the ASV feedback form here: http://my-pci.usd.de/pub/english/asv_feedback_form_-_client.pdf

INCERT eTourismus GmbH & Co KG - 19 March, 2025 Page 15 0of 19
usd PCI Competence Center - +49 6102 8631-90 - pci@usd.de


http://my-pci.usd.de/pub/english/asv_feedback_form_-_client.pdf

A
more security. USd

SUMMARY OF VULNERABILITIES

Vulnerabilities Total 145 Average Security Risk L[] 3

Ordered by Severity

Severity Confirmed Potential Information Gathered Vulnerabilities Total
1 3 1 124 128

2 0 0 12 12

3 1 0 4 5

4 0 0 0 0

5 0 0 0 0

Total 4 1 140 145

Ordered by PCI Severity

PCI Severity Confirmed Potential Vulnerabilities Total
Low 3 0 3
Medium 1 1 2
High 0 0 0
Total 4 1 5
INCERT eTourismus GmbH & Co KG - 19 March, 2025 Page 16 of 19
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APPENDIX

Overall Scan Duration

9 hours, 14 minutes, 52 seconds

Scan Start Time
03/19/2025 16:00:39

Option Profile

Payment Card Industry (PCI) Options

Report Legend
Payment Card Industry (PCI) Status

The Detailed Results section of the report shows all detected vulnerabilities and potential vulnerabilities sorted by host. The vulnerabilities and
potential vulnerabilities with a PCI status of FAIL caused the host to receive the PCI compliance status FAIL. These vulnerabilities and potential
vulnerabilities must be remediated to pass the PCI compliance requirements. Vulnerabilities with a PCI status of PASS are vulnerabilities that the
PCI Compliance service found on the hosts when scanned. Although these vulnerabilities are not in scope for PCI, we do recommend that you
remediate the vulnerabilities in severity order.

A PCI compliance status of PASS for a single host/IP indicates that no vulnerabilities or potential vulnerabilities, as defined by the PCI DSS
compliance standards set by the PCI Council, were detected on the host. An overall PCI compliance status of PASS indicates that all hosts in the
report passed the PCl compliance standards.

A PCI compliance status of FAIL for a single host/IP indicates that at least one vulnerability or potential vulnerability, as defined by the PCI DSS
compliance standards set by the PCI Council, was detected on the host. An overall PCI compliance status of FAIL indicates that at least one host in
the report failed to meet the PCI compliance standards.

INCERT eTourismus GmbH & Co KG - 19 March, 2025 Page 17 of 19
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A vulnerability is a design flaw or mis-configuration which makes your network (or a host on your network) susceptible to malicious attacks from
local or remote users. Vulnerabilities can exist in several areas of your network, such as in your firewalls, FTP servers, Web servers, operating
systems or CGl bins. Depending on the level of the security risk, the successful exploitation of a vulnerability can vary from the disclosure of
information about the host to a complete compromise of the host.

B 1 Minimal

[ ] | 2 Medium

[ | || 3 Serious

BEEENE 4 Critical

HEEENE 5 Urgent

M Low Low
[ ] Medium
M HIGH High

Intruders can collect information about the host (open ports, services, etc.) and may be able to use this information to find
other vulnerabilities.

Intruders may be able to collect sensitive information from the host, such as the precise version of software installed.
With this information, intruders can easily exploit known vulnerabilities specific to software versions.

Intruders may be able to gain access to specific information stored on the host, including security settings. This could
result in potential misuse of the host by intruders. For example, vulnerabilities at this level may include partial disclosure
of file contents, access to certain files on the host, directory browsing, disclosure of filtering rules and security
mechanisms, denial of service attacks, and unauthorized use of services, such as mail-relaying.

Intruders can possibly gain control of the host, or there may be potential leakage of highly sensitive information. For
example, vulnerabilities at this level may include full read access to files, potential backdoors, or a listing of all the users on
the host.

Intruders can easily gain control of the host, which can lead to the compromise of your entire network security. For
example, vulnerabilities at this level may include full read and write access to files, remote execution of commands, and
the presence of backdoors.

A vulnerability with a CVSS base score of 0.0 through 3.9. These vulnerabilities are not required to be fixed to pass PClI
compliance.
A vulnerability with a CVSS base score of 4.0 through 6.9. These vulnerabilities must be fixed to pass PCl compliance.

A vulnerability with a CVSS base score of 7.0 through 10.0. These vulnerabilities must be fixed to pass PCI compliance.

A potential vulnerability is one which we cannot confirm exists. The only way to verify the existence of such vulnerabilities on your network would be
to perform an intrusive scan, which could result in a denial of service. This is strictly against our policy. Instead, we urge you to investigate these
potential vulnerabilities further.

1 Minimal

2 Medium

3 Serious

4 Critical

5 Urgent

ow Low
Medium

HIGH High

If this vulnerability exists on your system, intruders can collect information about the host (open ports, services, etc.) and
may be able to use this information to find other vulnerabilities.

If this vulnerability exists on your system, intruders may be able to collect sensitive information from the host, such as the
precise version of software installed. With this information, intruders can easily exploit known vulnerabilities specific to
software versions.

If this vulnerability exists on your system, intruders may be able to gain access to specific information stored on the host,
including security settings. This could result in potential misuse of the host by intruders. For example, vulnerabilities at
this level may include partial disclosure of file contents, access to certain files on the host, directory browsing, disclosure
of filtering rules and security mechanisms, denial of service attacks, and unauthorized use of services, such as mail-
relaying.

If this vulnerability exists on your system, intruders can possibly gain control of the host, or there may be potential leakage
of highly sensitive information. For example, vulnerabilities at this level may include full read access to files, potential
backdoors, or a listing of all the users on the host.

If this vulnerability exists on your system, intruders can easily gain control of the host, which can lead to the compromise
of your entire network security. For example, vulnerabilities at this level may include full read and write access to files,
remote execution of commands, and the presence of backdoors.

A potential vulnerability with a CVSS base score of 0.0 through 3.9. These vulnerabilities are not required to be fixed to
pass PCl compliance.

A potential vulnerability with a CVSS base score of 4.0 through 6.9. These vulnerabilities must be fixed to pass PCI
compliance.

A potential vulnerability with a CVSS base score of 7.0 through 10.0. These vulnerabilities must be fixed to pass PClI
compliance.
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Information Gathered

Information Gathered includes visible information about the network related to the host, such as traceroute information, Internet Service Provider
(ISP), or a list of reachable hosts. Information Gathered severity levels also include Network Mapping data, such as detected firewalls, SMTP

banners, or a list of open TCP services.

Severity Level Description

[ | 1 Minimal  Intruders may be able to retrieve sensitive information related to the host, such as open UDP and TCP services lists, and
detection of firewalls.

[ ] | 2 Medium  Intruders may be able to determine the operating system running on the host, and view banner versions.

] ]| 3 Serious Intruders may be able to detect highly sensitive data, such as global system user lists.
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